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QUESTION 1

What is called the adequacy decision that allows data transfer between the United States and the European Economic
Area (EEA)? 

A. Regulation for transfer of personal data between EEA and USA/ 

B. Privacy Shield 

C. General Data Protection Law (GDPL) D. General Data Protection Regulation (GDPR) 

Correct Answer: B 

This question is likely to be charged on the exam. Memorize this name: "Privacy Shield" 

In July 2016, Implementing Decision 2016/1250 came into force, which legislates that the United States must ensure an
adequate level of protection for personal data transferred from the Union to United States organizations under the EU-
US Privacy Protection Shield (Privacy Shield). 

This is because the United States does not have a single law on the protection of personal data, because of its internal
policy, each state can create its own laws. Privacy Shield aims to standardize this, so that companies in the European
Union and the United States can offer their services. 

Article 1 of the Implementing Decision 2016/1250: 

1. For the purposes of Article 25(2) of Directive 95/46 / EC, the United States ensures an adequate level of protection
for personal data transferred from the Union to organisations in the United States under the EU

U.S. Privacy Shield. 

2. The EU-U.S. Privacy Shield is constituted by the Principles issued by the U.S. Department of Commerce on 7 July
2016 as set out in Annex II and the official representations and commitments contained in the documents listed in
Annexes I, III to VII. 

3.For the purpose of paragraph 1, personal data are transferred under the EU-U.S. Privacy Shield where they are
transferred from the Union to organisations in the United States that are included in the `Privacy Shield List\\',
maintained and made publicly available by the U.S. Department of Commerce, in accordance with Sections I and III of
the Principles set out in Annex II. 

 

QUESTION 2

The GDPR refers to the principles of proportionality and subsidiarity. What is the meaning of subsidiarity in this
context? 

A. Personal data may only be processed when there are no other means to achieve the purposes. 

B. Personal data cannot be reused without explicit and informed consent. 

C. Personal data can only be processed in accordance with the purpose specification. 

D. Personal data must be adequate, relevant and not excessive in relation to the purposes. 

Correct Answer: A 



Personal data can only be processed in accordance with the purpose specification. Incorrect. This is one of the legal
limitations. 

Personal data cannot be reused without explicit and informed consent. Incorrect. This is one of the legal limitations. 

Personal data may only be processed when there are no other means to achieve the purposes. Correct. This is the
definition of subsidiarity. (Literature: A, Chapter 3; GDPR Article 35(7)) 

Personal data must be adequate, relevant and not excessive in relation to the purposes. Incorrect. This is the definition
of proportionality. 

 

QUESTION 3

Which of the parts below can implement data protection by design (from conception)? 

A. The data subject. 

B. The Data Protection Officer (DPO). 

C. The processor. 

D. The supervisory authority. 

Correct Answer: C 

It is the duty of the processor to guarantee security in the treatment of the data entrusted to it by the controller. 

 

QUESTION 4

The Supervisory Authority is notified whenever an organization intends to process personal data, except for some
specific situations. The Supervisory Authority keeps a publicly accessible register of these data processing operations. 

What else is a legal obligation of the Supervisory Authority in reaction to such a notification? 

A. To assess compliance with the law in all classes where sensitive personal data is processed 

B. To assess the legitimacy of operations that involve specific risks for the data subjects 

C. To assess the legitimacy of binding contract(s) between the controller and the data processor(s) 

D. To give out a license for the data processing, specifying the types of personal data which are allowed 

Correct Answer: A 

 

QUESTION 5

One of the basic principles of the General Data Protection Regulation (GDPR) is subsidiarity. 

What is subsidiarity to GDPR? 

A. Personal data can only be collected for explicit, legitimate and specific purposes and cannot be processed for any



other purpose. 

B. Only the personal data needed to achieve a specific purpose should be collected. 

C. The least privacy-violating means should be used when processing personal data. 

D. Personal data must be kept for a period not longer than necessary. 

Correct Answer: C 

Whereas Recital 170 mentions: "Since the objective of this Regulation, namely to ensure an equivalent 

level of protection of natural persons and the free flow of personal data throughout the Union, cannot be 

sufficiently achieved by the Member States and can rather, by reason of the scale or effects of the action, 

be better achieved at Union level, the Union may adopt measures, in accordance with the principle of 

subsidiarity as set out in Article 5 of the Treaty on European Union (TEU). In accordance with the principle 

of proportionality as set out in that Article, this Regulation does not go beyond what is necessary in order 

to achieve that objective". 

Subsidiarity is a principle that says that personal data can only be processed if there are no other means 

to achieve the objective. Therefore, the less personal data used, the less the chances of violating privacy. 

Note that in the quotation in Recital 170 above, the principle of proportionality was highlighted in bold. 

Equally important to subsidiarity. Proportionality says that personal data must be collected according to the 

purpose of processing, that is proportional, and data that will not be used for the purpose should not be 

collected. 

These two principles Subsidiarity and Proportionality are constantly charged in the EXIN exam. 

 

QUESTION 6

How is Data Lifecycle Management (DLM) related to data protection? 

A. The DLM makes it possible to create a profile of the data subject. 

B. DLM manages the data flow throughout its life cycle. 

C. DLM makes it possible to know the risks and plans how to mitigate them. 

Correct Answer: B 

It aims to manage the flow of data throughout the life cycle, from collection, processing, sharing, storage and deletion. 

Having the knowledge where the data travels, who is responsible, who has access, helps and a lot to implement
security measures. 



 

QUESTION 7

The GDPR does not define privacy as a term but uses the concept implicitly throughout the text. What is a correct
definition of privacy as implicitly used throughout the GDPR? 

A. The right to respect for one\\'s private and family life, home and personal correspondence 

B. The right not to be disturbed by uninvited people, nor being followed, spied on or monitored 

C. The fundamental right to protection of personal data, regardless of how it was obtained 

D. The right to freedom of opinion and expression and to seeking, receiving and imparting information 

Correct Answer: A 

The fundamental right to protection of personal data, regardless of how it was obtained. Incorrect. This is a definition of
data protection. 

The right not to be disturbed by uninvited people, nor being followed, spied on or monitored. Incorrect. This is a
definition of physical privacy. However, the GDPR does not concern itself with physical privacy. 

The right to respect for one\\'s private and family life, home and personal correspondence. Correct. This is the definition
as implicitly used throughout the GDPR. (Literature: A, Chapter 1) 

The right to freedom of opinion and expression and to seeking, receiving and imparting information. Incorrect. This is a
short version of Universal Declaration of Human Rights Article 19: freedom of opinion and expression. 

 

QUESTION 8

"The controller shall implement appropriate technical and organizational measures for ensuring that (...) only personal
data which are necessary for each specific purpose of the processing are processed." 

Which term in the GDPR is defined here? 

A. Compliance 

B. Data protection by default and by design 

C. Embedded data protection 

Correct Answer: B 

Compliance. Incorrect. Compliance means meeting rules or standards. 

Data protection by design and by default. Correct. By default, the minimum of personal data is to be processed for the
shortest possible period, using the best possible security measures to prevent unauthorized access. Data protection by
design refers to processing that includes appropriate measures to implement data protection principles. (Literature: A,
Chapter 8; GDPR Article 25) 

Embedded data protect. Incorrect. Embedded data protection is the result of data protection by design. 

 



QUESTION 9

We know that when browsing the internet there is a lot of personal data that is collected. One mechanism for collecting
this data is cookies. 

How do marketers use this collected personal data? 

A. Collecting logs from web servers and running campaigns promoting products on social media. 

B. Collecting the logs from the web servers, they analyze which products are most visited and sold, promoting marketing
campaigns for these products. 

C. They create behavioral profiles, applying tags to web page visitors. These profiles can be marketed and used in
targeted marketing campaigns. 

Correct Answer: C 

There are some types of cookies, each with its own purpose. 

Cookies are considered personal data, as they can identify a person. 

In the case of the issue we are talking about the Tracking Cookies. These monitor our browsing activities 

and bombard us with advertisements and advertisements. 

You may have already encountered the situation of searching for a particular product on the internet and 

then seeing ads for that product or similar on various websites. 

 

QUESTION 10

A company is planning to process personal data. The recently appointed data protection officer (DPO) executes a data
protection impact assessment (DPIA). The DPO finds that all computers have a setting causing monitors to show a
screen saver after five seconds of inaction. However, the computers are not locked automatically. When employees
leave their desk, they usually do not lock their computers either. What is this an example of? 

A. Security incident 

B. Personal data breach 

C. Security vulnerability 

D. Data access 

Correct Answer: C 

Data access. Incorrect. The data have not been accessed. 

Personal data breach. Incorrect. No personal data has been processed unauthorized yet, so it is not a breach. 

Security incident. Incorrect. Processing has yet to begin, there is no reason to assume an incident has taken place. 

Security vulnerability. Correct. Confidentiality of the data cannot be guaranteed if employees leave their workstation
without locking the computer. (Literature: A, Chapter 2; GDPR Article 5(1)(f)) 



 

QUESTION 11

Which situation is considered a data breach according to the GDPR? 

A. A processor deletes personal data after his contract with the controller expired. 

B. A processor leaves his computer unattended, where colleagues may be able to access it. 

C. After a disk crash a processor restores personal data from a recent back-up. 

D. After processing a processor deletes personal data on instruction of the controller. 

Correct Answer: B 

 

QUESTION 12

A controller asks a processor to produce a report containing customers who have purchased a particular product more
than once in the past 6 months. 

The processor provides services to several companies (which in this case are the controllers). 

When generating the requested report, it uses customer data collected by another controller, that is, for a different
purpose. 

Fortunately, the error is noticed in time, the report is not sent, and nobody has had access to this data. 

In this case, how does the processor need to proceed and what action should the controller take? 

A. The processor notifies the Supervisory Authority that a violation has occurred. The controller will be notified and must
perform a Data Protection Impact Assessment (DPIA). 

B. The processor needs to notify the controller. And the controller can assess whether there were risks to the data
subjects. 

C. The processor needs to notify the controller so that the controller notifies the Supervisory Authority of the personal
data breach. 

D. As the error was noticed in time and the report was not sent, there is no need for the processor to inform the
controller. The processor must delete the wrong report and generate a new one, this time with the correct data. 

Correct Answer: B 

In the example of this question, there is likely to be no risk to the data subjects or if it exists it will be very low, but this
does not exempt the processor from notifying the Controller. However, at least the Controller should assess whether
there is a need to notify the Supervisory Authority. 
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