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QUESTION 1

Which functionality is available to firewall users with an active Threat Prevention subscription, but no WildFire license? 

A. PE file upload to WildFire 

B. WildFire hybrid deployment 

C. 5 minute WildFire updates to threat signatures 

D. Access to the WildFire API 

Correct Answer: C 

 

QUESTION 2

Which three network events are highlighted through correlation objects as a potential security risks? (Choose three.) 

A. Identified vulnerability exploits 

B. Suspicious traffic patterns 

C. Known command-and-control activity 

D. Launch of an identified malware executable file 

E. Endpoints access files from a removable drive 

Correct Answer: ABC 

 

QUESTION 3

How does SSL Forward Proxy decryption work? 

A. SSL Forward Proxy decryption policy decrypts and inspects SSL/TLS traffic from internal users to the web. 

B. The SSL Forward Proxy Firewall creates a certificate intended for the client that is intercepted and altered by the
firewall. 

C. If the server\\'s certificate is signed by a CA that the firewall does not trust, the firewall will use the certificate only on
Forward Trust. 

D. The firewall resides between the internal client and internal server to intercept traffic between the two. 

Correct Answer: A 

 

 

QUESTION 4



How often are regularly scheduled update for the Anti-virus Application, Threats, and Wildfire subscription databases
made available by Palo Alto Networks in PAN-OS 8.0? 

A. Anti-Virus (Daily) Application (Weekly), Threats (Daily), Wildfire (5 Minutes) 

B. Anti-Virus (Weekly) Application (Daily), Threats (Daily), Wildfire (5 Minutes) 

C. Anti-Virus (Daily) Application (Weekly), Threats (Weekly), Wildfire (5 Minutes) 

D. Anti-Virus (Weekly) Application (Daily), Threats (Weekly), Wildfire (5 Minutes) 

Correct Answer: C 

 

 

QUESTION 5

Which profile or policy should be applied to protect against port scans from the internet? 

A. An App-ID security policy rule to block traffic sourcing from the untrust zone 

B. Security profiles to security policy rules for traffic sourcing from the untrust zone 

C. Interface management profile on the zone of the ingress interface 

D. Zone protection profile on the zone of the ingress interface 

Correct Answer: D 

 

QUESTION 6

What are the three benefits of the Palo Alto Networks migration tool? (Choose three.) 

A. Conversion of existing firewall policies to Palo Alto Networks NGFW policies 

B. Analysis of existing firewall environment 

C. Assistance with the transition from POC to Production 

D. Elimination of the need for consulting/professional services 

E. The migration tool provides App-ID enhancements to improve Technical Support calls 

Correct Answer: ABC 

 

QUESTION 7

Which certificate can be used to ensure that traffic coming from a specific server remains encrypted? 

A. Forward entrust 



B. SSL exclude certificate 

C. Forward trust 

D. SSL inbound inspection 

Correct Answer: B 

Explanation: https://www.paloaltonetworks.com/documentation/80/pan-os/web-interface-help/device/ device-
certificatemanagement-ssl-decryption-exclusion 

 

QUESTION 8

Which four steps of the cyberattack lifecycle dose the Palo Alto Networks platform present? (Choose four) 

A. Breach the perimeter 

B. Exfiltrate data 

C. Weaponries vulnerabilities 

D. Deliver the malware 

E. Recon the target 

F. Lateral movement 

Correct Answer: ABDF 

 

QUESTION 9

A customer is worried about unknown attacks, but due to privacy and regulatory issues, won\\'t implement SSL decrypt. 

How can the platform still address this customer\\'s concern? 

A. It pivots the conversation to Traps on the endpoint preventing unknown exploits and malware there instead. 

B. It bypasses the need to decrypt SSL Traffic by analyzing the file while still encrypted. 

C. It shows how AutoFocus can provide visibility into targeted attacks at the industry sector. 

D. It overcomes reservations about SSL decrypt by offloading to a higher capacity firewall to help with the decrypt
throughput. 

Correct Answer: A 

 

 

QUESTION 10

A client chooses to not block uncategorized websites. 



Which two additions should be made to help provide some protection? (Choose two.) 

A. A security policy rule using only known URL categories with the action set to allow 

B. A file blocking profile to security policy rules that allow uncategorized websites to help reduce the risk of drive by
downloads 

C. A URL filtering profile with the action set to continue for unknown URL categories to security policy rules that allow
web access 

D. A data filtering profile with a custom data pattern to security policy rules that deny uncategorized websites 

Correct Answer: AC 

 

 

QUESTION 11

Because of regulatory compliance a customer cannot decrypt specific types of traffic. 

Which license should an SE recommend to the customer who will be decrypting traffic on the Palo Alto Networks
firewall? 

A. App-ID, to use applications as match criteria in the decryption policy rules 

B. SSL Decryption, for inbound inspection and granular Forward Proxy SSL decryption 

C. Support, to request custom categories as match criteria in decryption policy rules 

D. URL Filtering, to use predefined URL categories as match criteria in the decryption policy rules 

Correct Answer: D 

 

 

QUESTION 12

How many recursion levels are supported for compressed files in PAN-OS 8.0? 

A. 2 

B. 5 

C. 4 

D. 3 

Correct Answer: D 
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