
 

 

 

 

Vendor:Palo Alto Networks

Exam Code:PSE-STRATA

Exam Name:Palo Alto Networks System Engineer
Professional-Strata

Version:Demo

 

 



QUESTION 1

An administrator wants to justify the expense of a second Panorama appliance for HA of the management layer. 

The customer already has multiple M-100s set up as a log collector group. What are two valid reasons for deploying
Panorama in High Availability? (Choose two.) 

A. Control of post rules 

B. Control local firewall rules 

C. Ensure management continuity 

D. Improve log collection redundancy 

Correct Answer: CD 

 

 

QUESTION 2

What are two presales selling advantages of using Expedition? (Choose two.) 

A. map migration gaps to professional services statement of Works (SOWs) 

B. streamline and migrate to Layer7 policies using Policy Optimizer 

C. reduce effort to implement policies based on App-ID and User-ID 

D. easy migration process to move to Palo Alto Networks NGFWs 

Correct Answer: AD 

 

QUESTION 3

What can be applied to prevent users from unknowingly downloading malicious file types from the internet? 

A. A vulnerability profile to security policy rules that deny general web access 

B. An antivirus profile to security policy rules that deny general web access 

C. A zone protection profile to the untrust zone 

D. A file blocking profile to security policy rules that allow general web access 

Correct Answer: D 

https://docs.paloaltonetworks.com/best-practices/8-1/internet-gateway-best-practices/best-practice-internet-gateway-
security-policy/create-best-practice-security-profiles.html 

 



QUESTION 4

Which three categories are identified as best practices in the Best Practice Assessment tool? (Choose three.) 

A. use of decryption policies 

B. measure the adoption of URL filters. App-ID. User-ID 

C. use of device management access and settings 

D. expose the visibility and presence of command-and-control sessions 

E. identify sanctioned and unsanctioned SaaS applications 

Correct Answer: ABE 

 

QUESTION 5

Which three considerations should be made prior to installing a decryption policy on the NGFW? (Choose three.) 

A. Include all traffic types in decryption policy 

B. Inability to access websites 

C. Exclude certain types of traffic in decryption policy 

D. Deploy decryption setting all at one time 

E. Ensure throughput is not an issue 

Correct Answer: ABC 

 

QUESTION 6

Which three mechanisms are valid for enabling user mapping? (Choose three.) 

A. Captive Portal 

B. Domain server monitoring 

C. Reverse DNS lookup 

D. User behaviour recognition 

E. Client probing 

Correct Answer: ABE 

 

QUESTION 7

WildFire subscription supports analysis of which three types? (Choose three.) 



A. GIF 

B. 7-Zip 

C. Flash 

D. RPM 

E. ISO 

F. DMG 

Correct Answer: BCE 

Reference: https://www.niap-ccevs.org/MMO/Product/st_vid11032-agd1.pdf 

 

QUESTION 8

Palo Alto Networks publishes updated Command-and-Control signatures. How frequently should the related signatures
schedule be set? 

A. Once a day 

B. Once a week 

C. Once every minute 

D. Once an hour 

Correct Answer: B 

 

QUESTION 9

What is an advantage of having WildFire machine learning (ML) capability Inline on the firewall? 

A. It eliminates of the necessity for dynamic analysis in the cloud 

B. It enables the firewall to block unknown malicious files in real time and prevent patient zero without disrupting
business productivity 

C. It is always able to give more accurate verdicts than the cloud ML analysis reducing false positives and false
negatives 

D. It improves the CPU performance of content inspection 

Correct Answer: B 

 

QUESTION 10

Which two products can send logs to the Cortex Data Lake? (Choose two.) 



A. AutoFocus 

B. PA-3260 firewall 

C. Prisma Access 

D. Prisma Public Cloud 

Correct Answer: BC 

https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-cortex-data-
lake/forward-logs-to-cortex-data-lake 

 

QUESTION 11

Which three signature-based Threat Prevention features of the firewall are informed by intelligence from the Threat
Intelligence Cloud? (Choose three.) 

A. Vulnerability protection 

B. Anti-Spyware 

C. Anti-Virus 

D. Botnet detection 

E. App-ID protection 

Correct Answer: ABE 

 

QUESTION 12

WildFire can discover zero-day malware in which three types of traffic? (Choose three) 

A. SMTP 

B. HTTPS 

C. FTP 

D. DNS 

E. TFTP 

Correct Answer: ABC 
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