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QUESTION 1

Which of the following should a penetration tester verify prior to testing the login and permissions management for a
web application that is protected by a CDN-based WAF? 

A. If an NDA is signed with the CDN company 

B. If the SSL certificates for the web application are valid 

C. If a list of the applicable WAF rules was obtained 

D. If the IP addresses for the penetration tester are whitelisted on the WAF 

Correct Answer: D 

 

 

QUESTION 2

Which of the following is the reason why a penetration tester would run the chkconfig --del servicename command at the
end of an engagement? 

A. To remove the persistence 

B. To enable penitence 

C. To report persistence 

D. To check for persistence 

Correct Answer: A 

 

QUESTION 3

A penetration tester is preparing to conduct API testing Which of the following would be MOST helpful in preparing for
this engagement? 

A. NiktO 

B. WAR 

C. W3AF 

D. Swagger 

Correct Answer: D 

Reference: https://blog.securelayer7.net/api-penetration-testing-with-owasp-2017-test-cases/ 

 



QUESTION 4

During the information gathering phase of a network penetration test for the corp.local domain, which of the following
commands would provide a list of domain controllers? 

A. nslookup -type=srv _ldap._tcp.dc._msdcs.corp.local 

B. nmap -sV -p 389 - -script=ldap-rootdse corp.local 

C. net group "Domain Controllers" /domain 

D. gpresult /d corp.local /r "Domain Controllers" 

Correct Answer: A 

 

QUESTION 5

Which of the following BEST describes the difference between a red team engagement and a penetration test? 

A. A penetration test has a broad scope and emulates advanced persistent threats while a red team engagement has a
limited scope and focuses more on vulnerability identification 

B. A red team engagement has a broad scope and emulates advanced persistent threats, while a penetration test has a
limited scope and focuses more on vulnerability identification 

C. A red team engagement has a broad scope and focuses more on vulnerability identification, while a penetration test
has a limited scope and emulates advanced persistent threats 

D. A penetration test has a broad scope and focuses more on vulnerability identification while a red team engagement
has a limited scope and emulates advanced persistent threats 

Correct Answer: D 

 

QUESTION 6

A penetration tester is connected to a client\\'s local network and wants to passively identify cleartext protocols and
potentially sensitive data being communicated across the network. Which of the following is the BEST approach to
take? 

A. Run a network vulnerability scan. 

B. Run a stress test. 

C. Run an MITM attack. 

D. Run a port scan. 

Correct Answer: C 

Reference: https://www.sciencedirect.com/topics/computer-science/encrypted-protocol 

 



QUESTION 7

A penetration tester entered the following information into the browser URL: 

https://www.example.com/login.php?file=../../../../../../../etc/passwd 

The server responded with the data contained in the server\\'s sensitive data file. Which of the following types of
vulnerabilities is MOST likely being exploited? 

A. Weak credentials 

B. Race conditions 

C. Directory traversal 

D. Command injection 

Correct Answer: C 

Reference: https://www.veracode.com/security/directory-traversal#:~:text=Directory%20traversal%20is%20a%20type,to
%20restricted%20directories%20and%20files.andtext=Directory%20traversal%20attacks%20use%20web,of%20the%
20web%20root%20folder 

 

QUESTION 8

A recent vulnerability scan of all web servers in an environment offers the following results: 

Taking a risk-based approach, which of the following is the BEST order to approach remediation based on exposure? 

A. Unrestricted file upload, clickjacking, verbose server banner, SQL injection 

B. Unrestricted file upload, SQL injection, clickjacking, verbose server banner 

C. Clickjacking, unrestricted file upload, verbose server banner, SQL injection 

D. SQL injection, unrestricted file upload, clickjacking, verbose server banner 

E. SQL injection, clickjacking, unrestricted file upload, verbose server banner 

Correct Answer: B 

 



 

QUESTION 9

A penetration tester notices that the X-Frame-Optjons header on a web application is not set. Which of the following
would a malicious actor do to exploit this configuration setting? 

A. Use path modification to escape the application\\'s framework. 

B. Create a frame that overlays the application. 

C. Inject a malicious iframe containing JavaScript. 

D. Pass an iframe attribute that is malicious. 

Correct Answer: C 

 

QUESTION 10

During a penetration test, a host is discovered that appears to have been previously compromised and has an active
outbound connection. After verifying the network activity is malicious, which of the following should the tester do? 

A. Inform the client to shut it down and investigate. 

B. Take action and shut it down immediately. 

C. Inform the client and allow them to respond. 

D. Note the finding and continue the assessment. 

Correct Answer: C 

 

 

QUESTION 11

A penetration tester is performing a wireless penetration test. Which of the following are some vulnerabilities that might
allow the penetration tester to easily and quickly access a WPA2-protected access point? 

A. Deauthentication attacks against an access point can allow an opportunity to capture the four-way handshake, which
can be used to obtain and crack the encrypted password. 

B. Injection of customized ARP packets can generate many initialization vectors quickly, making it faster to crack the
password, which can then be used to connect to the WPA2-protected access point. 

C. Weak implementations of the WEP can allow pin numbers to be guessed quickly, which can then be used to retrieve
the password, which can then be used to connect to the WEP-protected access point. 

D. Rainbow tables contain all possible password combinations, which can be used to perform a brute-force password
attack to retrieve the password, which can then be used to connect to the WPA2-protected access point. 

Correct Answer: C 



 

QUESTION 12

A penetration tester discovers SNMP on some targets. Which of the following should the penetration tester try FIRST? 

A. Sniff SNMP traffic. 

B. Use default credentials. 

C. Upload a new config file. 

D. Conduct a MITM. 

Correct Answer: B 
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