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QUESTION 1

Deconfliction is necessary when the penetration test: 

A. determines that proprietary information is being stored in cleartext. 

B. occurs during the monthly vulnerability scanning. 

C. uncovers indicators of prior compromise over the course of the assessment. 

D. proceeds in parallel with a criminal digital forensic investigation. 

Correct Answer: C 

This will then enable the PenTest to continue so that additional issues can be found, exploited, and analyzed. 

 

QUESTION 2

A company requires that all hypervisors have the latest available patches installed. Which of the following would BEST
explain the reason why this policy is in place? 

A. To provide protection against host OS vulnerabilities 

B. To reduce the probability of a VM escape attack 

C. To fix any misconfigurations of the hypervisor 

D. To enable all features of the hypervisor 

Correct Answer: B 

A hypervisor is a type of virtualization software that allows multiple virtual machines (VMs) to run on a single physical
host machine. If the hypervisor is compromised, an attacker could potentially gain access to all of the VMs running on
that host, which could lead to a significant data breach or other security issues. One common type of attack against
hypervisors is known as a VM escape attack. In this type of attack, an attacker exploits a vulnerability in the hypervisor
to break out of the VM and gain access to the host machine. From there, the attacker can potentially gain access to
other VMs running on the same host. By ensuring that all hypervisors have the latest available patches installed, the
company can reduce the likelihood that a VM escape attack will be successful. Patches often include security updates
and vulnerability fixes that address known issues and can help prevent attacks. 

 

QUESTION 3

A penetration tester downloaded the following Perl script that can be used to identify vulnerabilities in network switches.
However, the script is not working properly. Which of the following changes should the tester apply to make the script
work as intended? 

A. Change line 2 to $ip= 10.192.168.254; 

B. Remove lines 3, 5, and 6. 

C. Remove line 6. 



D. Move all the lines below line 7 to the top of the script. 

Correct Answer: B 

 

https://www.asc.ohio-state.edu/lewis.239/Class/Perl/perl.html Example script: 

#!/usr/bin/perl 

$ip=$argv[1]; 

attack($ip); 

sub attack { 

print("x"); 

} 

 

QUESTION 4

Which of the following should a penetration tester attack to gain control of the state in the HTTP protocol after the user
is logged in? 

A. HTTPS communication 

B. Public and private keys 

C. Password encryption 

D. Sessions and cookies 

Correct Answer: D 

 

QUESTION 5

An assessor wants to use Nmap to help map out a stateful firewall rule set. Which of the following scans will the
assessor MOST likely run? 

A. nmap 192.168.0.1/24 

B. nmap 192.168.0.1/24 

C. nmap oG 192.168.0.1/24 

D. nmap 192.168.0.1/24 

Correct Answer: A 

 

QUESTION 6



Which of the following is the MOST important information to have on a penetration testing report that is written for the
developers? 

A. Executive summary 

B. Remediation 

C. Methodology 

D. Metrics and measures 

Correct Answer: B 

 

QUESTION 7

Running a vulnerability scanner on a hybrid network segment that includes general IT servers and industrial control
systems: 

A. will reveal vulnerabilities in the Modbus protocol. 

B. may cause unintended failures in control systems. 

C. may reduce the true positive rate of findings. 

D. will create a denial-of-service condition on the IP networks. 

Correct Answer: B 

Reference: https://www.hsdl.org/?viewanddid=7262 

 

QUESTION 8

A penetration tester who is conducting a vulnerability assessment discovers that ICMP is disabled on a network
segment. Which of the following could be used for a denial-of- service attack on the network segment? 

A. Smurf 

B. Ping flood 

C. Fraggle 

D. Ping of death 

Correct Answer: C 

Fraggle attack is same as a Smurf attack but rather than ICMP, UDP protocol is used. The prevention of these attacks is
almost identical to Fraggle attack. 

Ref: https://www.okta.com/identity-101/fraggle-attack/ 

 

QUESTION 9



A penetration tester who is doing a security assessment discovers that a critical vulnerability is being actively exploited
by cybercriminals. Which of the following should the tester do NEXT? 

A. Reach out to the primary point of contact 

B. Try to take down the attackers 

C. Call law enforcement officials immediately 

D. Collect the proper evidence and add to the final report 

Correct Answer: A 

 

QUESTION 10

A software development team is concerned that a new product\\'s 64-bit Windows binaries can be deconstructed to the
underlying code. Which of the following tools can a penetration tester utilize to help the team gauge what an attacker
might see in the binaries? 

A. Immunity Debugger 

B. OllyDbg 

C. GDB 

D. Drozer 

Correct Answer: B 

Reference: https://en.wikipedia.org/wiki/OllyDbg 

 

QUESTION 11

A company hired a penetration tester to do a social-engineering test against its employees. Although the tester did not
find any employees\\' phone numbers on the company\\'s website, the tester has learned the complete phone catalog
was published there a few months ago. 

In which of the following places should the penetration tester look FIRST for the employees numbers? 

A. Web archive 

B. GitHub 

C. File metadata 

D. Underground forums 

Correct Answer: A 

 

QUESTION 12



A penetration tester exploited a vulnerability on a server and remotely ran a payload to gain a shell. However, a
connection was not established, and no errors were shown on the payload execution. The penetration tester suspected
that a network device, like an IPS or next-generation firewall, was dropping the connection. Which of the following
payloads are MOST likely to establish a shell successfully? 

A. windows/x64/meterpreter/reverse_tcp 

B. windows/x64/meterpreter/reverse_http 

C. windows/x64/shell_reverse_tcp 

D. windows/x64/powershell_reverse_tcp 

E. windows/x64/meterpreter/reverse_https 

Correct Answer: A 

A reverse tcp connection is usually used to bypass firewall restrictions on open ports. A firewall usually blocks incoming
connections on open ports, but does not block outgoing traffic. windows/meterpreter/reverse_tcp allows you to remotely
control the file system, sniff, keylog, hashdump, perform network pivoting, control the webcam and microphone, etc. 
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