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QUESTION 1

During a third-party audit, it is determined that a member of the firewall team can request, approve, and implement a
new rule-set on the firewall. Which of the following will the audit team most l likely recommend during the audit out
brief? 

A. Discretionary access control for the firewall team 

B. Separation of duties policy for the firewall team 

C. Least privilege for the firewall team 

D. Mandatory access control for the firewall team 

Correct Answer: B 

 

QUESTION 2

A company exchanges information with a business partner. An annual audit of the business partner is conducted
against the SLA in order to verify: 

A. Performance and service delivery metrics 

B. Backups are being performed and tested 

C. Data ownership is being maintained and audited 

D. Risk awareness is being adhered to and enforced 

Correct Answer: A 

 

QUESTION 3

A security administrator discovers that an attack has been completed against a node on the corporate network. All
available logs were collected and stored. 

You must review all network logs to discover the scope of the attack, check the box of the node(s) that have been
compromised and drag and drop the appropriate actions to complete the incident response on the network. The
environment is 

a critical production environment; perform the LEAST disruptive actions on the network, while still performing the
appropriate incident responses. 

Instructions: The web server, database server, IDS, and User PC are clickable. Check the box of the node(s) that have
been compromised and drag and drop the appropriate actions to complete the incident response on the network. Not all 

actions may be used, and order is not important. If at anytime you would like to bring back the initial state of the
simulation, please select the Reset button. When you have completed the simulation, please select the Done button to
submit. 



Once the simulation is submitted, please select the Next button to continue. 

Correct Answer: 

Database server was attacked; actions should be to capture network traffic and Chain of Custody. 

(The database server logs shows the Audit Failure and Audit Success attempts)It is only logical that all the logs will be
stored on the database server and the least disruption action on the network to take as a response to the incident would
be 

to check the logs (since these are already collected and stored) and maintain a chain of custody of those logs. 



IDS Server Log: 



Web Server Log: Database Server Log: 





Users PC Log: 



 

QUESTION 4

A security analyst is hardening a web server, which should allow a secure certificate-based session using the
organization\\'s PKI infrastructure. The web server should also utilize the latest security techniques and standards.
Given this set of requirements, which of the following techniques should the analyst implement to BEST meet these
requirements? (Select two.) 

A. Install an X- 509-compliant certificate. 

B. Implement a CRL using an authorized CA. 

C. Enable and configure TLS on the server. 

D. Install a certificate signed by a public CA. 

E. Configure the web server to use a host header. 

Correct Answer: AC 

 

QUESTION 5

Which of the following cryptographic algorithms is irreversible? 

A. RC4 



B. SHA-256 

C. DES 

D. AES 

Correct Answer: B 

 

QUESTION 6

A manager wants to distribute a report to several other managers within the company. Some of them reside in remote
locations that are not connected to the domain but have a local server. Because there is sensitive data within the report
and the size of the report is beyond the limit of the email attachment size, emailing the report is not an option. Which of
the following protocols should be implemented to distribute the report securely? (Select three.) 

A. S/MIME 

B. SSH 

C. SNMPv3 

D. FTPS 

E. SRTP 

F. HTTPS 

G. LDAPS 

Correct Answer: BDF 

 

QUESTION 7

A group of non-profit agencies wants to implement a cloud service to share resources with each other and minimize
costs. Which of the following cloud deployment models BEST describes this type of effort? 

A. Public 

B. Hybrid 

C. Community 

D. Private 

Correct Answer: C 

 

QUESTION 8

A new security policy in an organization requires that all file transfers within the organization be completed using
applications that provide secure transfer. Currently, the organization uses FTP and HTTP to transfer files. Which of the
following should the organization implement in order to be compliant with the new policy? 



A. Replace FTP with SFTP and replace HTTP with TLS 

B. Replace FTP with FTPS and replaces HTTP with TFTP 

C. Replace FTP with SFTP and replace HTTP with Telnet 

D. Replace FTP with FTPS and replaces HTTP with IPSec 

Correct Answer: B 

 

QUESTION 9

A forensic analyst is asked to respond to an ongoing network attack on a server. Place the items in the list below in the
correct order in which the forensic analyst should preserve them. 

Select and Place: 

Correct Answer: 



When dealing with multiple issues, address them in order of volatility (OOV); always deal with the most volatile first.
Volatility can be thought of as the amount of time that you have to collect certain data before a window of opportunity is
gone. 

Naturally, in an investigation you want to collect everything, but some data will exist longer than others, and you cannot
possibly collect all of it once. As an example, the OOV in an investigation may be RAM, hard drive data, CDs/DVDs,
and 

printouts. 

Order of volatility: Capture system images as a snapshot of what exists, look at network traffic and logs, capture any
relevant video/screenshots/hashes, record time offset on the systems, talk to witnesses, and track total man-hours and 

expenses associated with the investigation. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, 6th Edition, Sybex, Indianapolis, 2014, p. 453 

 

QUESTION 10

An administrator intends to configure an IPSec solution that provides ESP with integrity protection, but not confidentiality
protection. Which of the following AES modes of operation would meet this integrity-only requirement? 

A. HMAC 

B. PCBC 



C. CBC 

D. GCM 

E. CFB 

Correct Answer: A 

 

QUESTION 11

Technicians working with servers hosted at the company\\'s datacenter are increasingly complaining of electric shocks
when touching metal items which have been linked to hard drive failures. Which of the following should be implemented
to correct this issue? 

A. Decrease the room temperature 

B. Increase humidity in the room 

C. Utilize better hot/cold aisle configurations 

D. Implement EMI shielding 

Correct Answer: B 

 

QUESTION 12

A senior incident response manager receives a call about some external IPs communicating with internal computers
during off hours. Which of the following types of malware is MOST likely causing this issue? 

A. Botnet 

B. Ransomware 

C. Polymorphic malware 

D. Armored virus 

Correct Answer: A 
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