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QUESTION 1

A solutions architect is designing a two-tier web application The application consists of a public-facing web tier hosted
on Amazon EC2 in public subnets The database tier consists of Microsoft SQL Server running on Amazon EC2 in a
private subnet Security is a high priority for the company 

How should security groups be configured in this situation? (Select TWO ) 

A. Configure the security group for the web tier to allow inbound traffic on port 443 from 0.0.0.0/0. 

B. Configure the security group for the web tier to allow outbound traffic on port 443 from 0.0.0.0/0. 

C. Configure the security group for the database tier to allow inbound traffic on port 1433 from the security group for the
web tier. 

D. Configure the security group for the database tier to allow outbound traffic on ports 443 and 1433 to the security
group for the web tier. 

E. Configure the security group for the database tier to allow inbound traffic on ports 443 and 1433 from the security
group for the web tier. 

Correct Answer: AC 

"Security groups create an outbound rule for every inbound rule." Not completely right. Statefull does NOT mean that if
you create an inbound (or outbound) rule, it will create an outbound (or inbound) rule. What it does mean is: suppose
you create an inbound rule on port 443 for the X ip. When a request enters on port 443 from X ip, it will allow traffic out
for that request in the port 443. However, if you look at the outbound rules, there will not be any outbound rule on port
443 unless explicitly create it. In ACLs, which are stateless, you would have to create an inbound rule to allow incoming
requests and an outbound rule to allow your application responds to those incoming requests.
https://docs.aws.amazon.com/ vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGro upRules 

 

QUESTION 2

A company has an application that places hundreds of .csv files into an Amazon S3 bucket every hour. The files are 1
GB in size. Each time a file is uploaded, the company needs to convert the file to Apache Parquet format and place the
output file into an S3 bucket. 

Which solution will meet these requirements with the LEAST operational overhead? 

A. Create an AWS Lambda function to download the .csv files, convert the files to Parquet format, and place the output
files in an S3 bucket. Invoke the Lambda function for each S3 PUT event. 

B. Create an Apache Spark job to read the .csv files, convert the files to Parquet format, and place the output files in an
S3 bucket. Create an AWS Lambda function for each S3 PUT event to invoke the Spark job. 

C. Create an AWS Glue table and an AWS Glue crawler for the S3 bucket where the application places the .csv files.
Schedule an AWS Lambda function to periodically use Amazon Athena to query the AWS Glue table, convert the query
results into Parquet format, and place the output files into an S3 bucket. 

D. Create an AWS Glue extract, transform, and load (ETL) job to convert the .csv files to Parquet format and place the
output files into an S3 bucket. Create an AWS Lambda function for each S3 PUT event to invoke the ETL job. 

Correct Answer: D 



https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/three-aws-glue-etl-job-types-for-converting-data-to-
apache-parquet.html 

 

QUESTION 3

A company is using AWS to design a web application that will process insurance quotes Users will request quotes from
the application Quotes must be separated by quote type, must be responded to within 24 hours, and must not get lost
The solution must maximize operational efficiency and must minimize maintenance. Which solution meets these
requirements? 

A. Create multiple Amazon Kinesis data streams based on the quote type Configure the web application to send
messages to the proper data stream Configure each backend group of application servers to use the Kinesis Client
Library (KCL) to pool messages from its own data stream 

B. Create an AWS Lambda function and an Amazon Simple Notification Service (Amazon SNS) topic for each quote
type Subscribe the Lambda function to its associated SNS topic Configure the application to publish requests tot quotes
to the appropriate SNS topic 

C. Create a single Amazon Simple Notification Service (Amazon SNS) topic Subscribe Amazon Simple Queue Service
(Amazon SQS) queues to the SNS topic Configure SNS message filtering to publish messages to the proper SQS
queue based on the quote type Configure each backend application server to use its own SQS queue 

D. Create multiple Amazon Kinesis Data Firehose delivery streams based on the quote type to deliver data streams to
an Amazon Elasucsearch Service (Amazon ES) cluster Configure the application to send messages to the proper
delivery stream Configure each backend group of application servers to search for the messages from Amazon ES and
process them accordingly 

Correct Answer: C 

 

QUESTION 4

A medical records company is hosting an application on Amazon EC2 instances. The application processes customer
data files that are stored on Amazon S3. The EC2 instances are hosted in public subnets. The EC2 instances access
Amazon S3 over the internet, but they do not require any other network access. 

A new requirement mandates that the network traffic for file transfers take a private route and not be sent over the
internet. 

Which change to the network architecture should a solutions architect recommend to meet this requirement? 

A. Create a NAT gateway. Configure the route table for the public subnets to send traffic to Amazon S3 through the NAT
gateway. 

B. Configure the security group for the EC2 instances to restrict outbound traffic so that only traffic to the S3 prefix list is
permitted. 

C. Move the EC2 instances to private subnets. Create a VPC endpoint for Amazon S3, and link the endpoint to the route
table for the private subnets D. Remove the internet gateway from the VPC. Set up an AWS Direct Connect connection,
and route traffic to Amazon S3 over the Direct Connect connection. 

Correct Answer: C 

 



QUESTION 5

A company has implemented a self-managed DNS solution on three Amazon EC2 instances behind a Network Load
Balancer (NLB) in the us-west-2 Region. Most of the company\\'s users are located in the United States and Europe.
The company wants to improve the performance and availability of the solution. The company launches and configures
three EC2 instances in the eu-west-1 Region and adds the EC2 instances as targets for a new NLB. 

Which solution can the company use to route traffic to all the EC2 instances? 

A. Create an Amazon Route 53 geolocation routing policy to route requests to one of the two NLBs. Create an Amazon
CloudFront distribution. Use the Route 53 record as the distribution\\'s origin. 

B. Create a standard accelerator in AWS Global Accelerator. Create endpoint groups in us-west-2 and eu-west-1. Add
the two NLBs as endpoints for the endpoint groups. 

C. Attach Elastic IP addresses to the six EC2 instances. Create an Amazon Route 53 geolocation routing policy to route
requests to one of the six EC2 instances. Create an Amazon CloudFront distribution. Use the Route 53 record as the
distribution\\'s origin. 

D. Replace the two NLBs with two Application Load Balancers (ALBs). Create an Amazon Route 53 latency routing
policy to route requests to one of the two ALBs. Create an Amazon CloudFront distribution. Use the Route 53 record as
the distribution\\'s origin. 

Correct Answer: B 

 

 

QUESTION 6

A solutions architect is designing a new API using Amazon API Gateway that will receive requests from users. The
volume of requests is highly variable; several hours can pass without receiving a single request. The data processing
will take place asynchronously, but should be completed within a few seconds after a request is made. 

Which compute service should the solutions architect have the API invoke to deliver the requirements at the lowest
cost? 

A. An AWS Glue job 

B. An AWS Lambda function 

C. A containerized service hosted in Amazon Elastic Kubernetes Service (Amazon EKS) 

D. A containerized service hosted in Amazon ECS with Amazon EC2 

Correct Answer: B 

API Gateway + Lambda is the perfect solution for modern applications with serverless architecture. 

 

QUESTION 7

A company needs to configure a real-time data ingestion architecture for its application. The company needs an API, a
process that transforms data as the data is streamed, and a storage solution for the data. 



Which solution will meet these requirements with the LEAST operational overhead? 

A. Deploy an Amazon EC2 instance to host an API that sends data to an Amazon Kinesis data stream. Create an
Amazon Kinesis Data Firehose delivery stream that uses the Kinesis data stream as a data source. Use AWS Lambda
functions to transform the data. Use the Kinesis Data Firehose delivery stream to send the data to Amazon S3. 

B. Deploy an Amazon EC2 instance to host an API that sends data to AWS Glue. Stop source/destination checking on
the EC2 instance. Use AWS Glue to transform the data and to send the data to Amazon S3. 

C. Configure an Amazon API Gateway API to send data to an Amazon Kinesis data stream. Create an Amazon Kinesis
Data Firehose delivery stream that uses the Kinesis data stream as a data source. Use AWS Lambda functions to
transform the data. Use the Kinesis Data Firehose delivery stream to send the data to Amazon S3. 

D. Configure an Amazon API Gateway API to send data to AWS Glue. Use AWS Lambda functions to transform the
data. Use AWS Glue to send the data to Amazon S3. 

Correct Answer: C 

 

QUESTION 8

A company runs an application on a group of Amazon Linux EC2 instances. For compliance reasons, the company must
retain all application log files for 7 years. The log files will be analyzed by a reporting tool that must be able to access all
the files concurrently. 

Which storage solution meets these requirements MOST cost-effectively? 

A. Amazon Elastic Block Store (Amazon EBS) 

B. Amazon Elastic File System (Amazon EFS) 

C. Amazon EC2 instance store 

D. Amazon S3 

Correct Answer: D 

 

QUESTION 9

A company is implementing a new business application. The application runs on two Amazon EC2 instances and uses
an Amazon S3 bucket for document storage. A solutions architect needs to ensure that the EC2 instances can access
the S3 bucket. 

What should the solutions architect do to meet this requirement? 

A. Create an IAM role that grants access to the S3 bucket. Attach the role to the EC2 instances. 

B. Create an IAM policy that grants access to the S3 bucket. Attach the policy to the EC2 instances. 

C. Create an IAM group that grants access to the S3 bucket. Attach the group to the EC2 instances. 

D. Create an IAM user that grants access to the S3 bucket. Attach the user account to the EC2 instances. 

Correct Answer: A 



https://aws.amazon.com/premiumsupport/knowledge-center/ec2-instance-access-s3-bucket/ 

 

QUESTION 10

A company s order system sends requests from clients to Amazon EC2 instances The EC2 instances process the
orders and men store the orders in a database on Amazon RDS Users report that they must reprocess orders when the
system fails. The company wants a resilient solution that can process orders automatically it a system outage occurs. 

What should a solutions architect do to meet these requirements? 

A. Move (he EC2 Instances into an Auto Scaling group Create an Amazon EventBridge (Amazon CloudWatch Events)
rule to target an Amazon Elastic Container Service (Amazon ECS) task 

B. Move the EC2 instances into an Auto Scaling group behind an Application Load Balancer (ALB) Update the order
system to send messages to the ALB endpoint. 

C. Move the EC2 instances into an Auto Scaling group Configure the order system to send messages to an Amazon
Simple Queue Service (Amazon SQS) queue Configure the EC2 instances to consume messages from the queue 

D. Create an Amazon Simple Notification Service (Amazon SNS) topic Create an AWS Lambda function, and subscribe
the function to the SNS topic Configure the order system to send messages to the SNS topic Send a command to the
EC2 instances to process the messages by using AWS Systems Manager Run Command 

Correct Answer: C 

 

QUESTION 11

A company has a web server running on an Amazon EC2 instance in a public subnet with an Elastic IP address. The
default security group is assigned to the EC2 instance. The default network ACL has been modified to block all traffic. A
solutions architect needs to make the web server accessible from everywhere on port 443. 

Which combination of steps will accomplish this task? (Choose two.) 

A. Create a security group with a rule to allow TCP port 443 from source 0.0.0.0/0. 

B. Create a security group with a rule to allow TCP port 443 to destination 0.0.0.0/0. 

C. Update the network ACL to allow TCP port 443 from source 0.0.0.0/0. 

D. Update the network ACL to allow inbound/outbound TCP port 443 from source 0.0.0.0/0 and to destination 0.0.0.0/0. 

E. Update the network ACL to allow inbound TCP port 443 from source 0.0.0.0/0 and outbound TCP port 32768-65535
to destination 0.0.0.0/0. 

Correct Answer: AC 

The combination of steps that will accomplish the task of making the web server accessible from everywhere on port
443 is to create a security group with a rule to allow TCP port 443 from source 0.0.0.0/0 (A) and to update the network
ACL to allow inbound TCP port 443 from source 0.0.0.0/0 (C). This will ensure that traffic to port 443 is allowed both at
the security group level and at the network ACL level, which will make the web server accessible from everywhere on
port 443. 

 



QUESTION 12

A company must save ail the email messages that its employees send to customers for a period of 12 months. The
messages are stored m a binary format and vary m size from 1 KB to 20 KB. The company has selected Amazon S3 as
the storage service for the messages 

Which combination of steps will meet these requirements MOST cost-effectively9 (Select TWO.) 

A. Create an S3 bucket policy that denies the s3 Delete Object action. 

B. Create an S3 lifecycle configuration that deletes the messages after 12 months. 

C. Upload the messages to Amazon S3 Use S3 Object Lock in governance mode 

D. Upload the messages to Amazon S3. Use S3 Object Lock in compliance mode. 

E. Use S3 Inventory Create an AWS Batch job that periodically scans the inventory and deletes the messages after 12
months 

Correct Answer: BD 
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