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QUESTION 1

A customer has a Microsoft 365 E5 subscription and an Azure subscription. 

The customer wants to centrally manage security incidents, analyze log, audit activity, and hunt for potential threats
across all deployed services. 

You need to recommend a solution for the customer. The solution must minimize costs. 

What should you include in the recommendation? 

A. Microsoft 365 Defender 

B. Microsoft Defender for Cloud 

C. Microsoft Defender for Cloud Apps 

D. Microsoft Sentinel 

Correct Answer: D 

Microsoft Sentinel is a scalable, cloud-native solution that provides: 

Security information and event management (SIEM) 

Security orchestration, automation, and response (SOAR) 

Microsoft Sentinel delivers intelligent security analytics and threat intelligence across the enterprise. With Microsoft
Sentinel, you get a single solution for attack detection, threat visibility, proactive hunting, and threat response. 

Microsoft Sentinel is your bird\\'s-eye view across the enterprise alleviating the stress of increasingly sophisticated
attacks, increasing volumes of alerts, and long resolution time frames. 

Collect data at cloud scale across all users, devices, applications, and infrastructure, both on-premises and in multiple
clouds. 

Detect previously undetected threats, and minimize false positives using Microsoft\\'s analytics and unparalleled threat
intelligence. 

Investigate threats with artificial intelligence, and hunt for suspicious activities at scale, tapping into years of cyber
security work at Microsoft. 

Respond to incidents rapidly with built-in orchestration and automation of common tasks. 

Microsoft Sentinel natively incorporates proven Azure services, like Log Analytics and Logic Apps. Microsoft Sentinel
enriches your investigation and detection with AI. It provides Microsoft\\'s threat intelligence stream and enables you to
bring 

your own threat intelligence. 

Reference: https://docs.microsoft.com/en-us/azure/sentinel/overview 

 

QUESTION 2



HOTSPOT 

You need to recommend a SIEM and SOAR strategy that meets the hybrid requirements, the Microsoft Sentinel
requirements, and the regulatory compliance requirements. 

What should you recommend? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 



Box 1: Azure tenant 

Microsoft Sentinel multiple workspace architecture 

There are cases where a single SOC (Security Operations Center) needs to centrally manage and monitor multiple
Microsoft Sentinel workspaces, potentially across Azure Active Directory (Azure AD) tenants. 

An MSSP Microsoft Sentinel Service. 

A global SOC serving multiple subsidiaries, each having its own local SOC. 

A SOC monitoring multiple Azure AD tenants within an organization. 

To address these cases, Microsoft Sentinel offers multiple-workspace capabilities that enable central monitoring,
configuration, and management, providing a single pane of glass across everything covered by the SOC. This diagram
shows 

an example architecture for such use cases. 



This model offers significant advantages over a fully centralized model in which all data is copied to a single workspace. 

Scenario: 

Requirements. Microsoft Sentinel Requirements 

Litware plans to leverage the security information and event management (SIEM) and security orchestration automated
response (SOAR) capabilities of Microsoft Sentinel. The company wants to centralize Security Operations Center
(SOC) 

by using Microsoft Sentinel. 

Hybrid Requirements 

Litware identifies the following hybrid cloud requirements: 

Provide centralized, cross-tenant subscription management without the overhead of maintaining guest accounts. 

Box 2: Azure Lighthouse subscription onboarding process 

You can use Azure Lighthouse to extend all cross-workspace activities across tenant boundaries, allowing users in your
managing tenant to work on Microsoft Sentinel workspaces across all tenants. 

Azure Lighthouse enables you to see and manage Azure resources from different tenancies, in the one place, with the
power of delegated administration. That tenancy may be a customer (for example, if you\\'re a managed services
provider 

with a support contract arrangement in place), or a separate Azure environment for legal or financial reasons (like
franchisee groups or Enterprises with large brand groups). 

Incorrect: 

* not Azure AD B2B 

Azure AD B2B uses guest account, which goes against the requirements in this scenario, 



Note: Azure Active Directory (Azure AD) B2B collaboration is a feature within External Identities that lets you invite
guest users to collaborate with your organization. 

Reference: https://docs.microsoft.com/en-us/azure/sentinel/extend-sentinel-across-workspaces-tenants
https://docs.microsoft.com/en-us/azure/sentinel/best-practices-workspace-architecture
https://techcommunity.microsoft.com/t5/itops-talk-blog/onboarding-to-azure-lighthouse-using-a-template/ba-p/1091786
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/what-is-b2b 

 

QUESTION 3

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have an Azure subscription that has Microsoft Defender for Cloud enabled. 

You are evaluating the Azure Security Benchmark V3 report. 

In the Secure management ports controls, you discover that you have 0 out of a potential 8 points. 

You need to recommend configurations to increase the score of the Secure management ports controls. 

Solution: You recommend enabling just-in-time (JIT) VM access on all virtual machines. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

Secure management ports - Brute force attacks often target management ports. Use these recommendations to reduce
your exposure with tools like just-in-time VM access and network security groups. Recommendations: 

-Internet-facing virtual machines should be protected with network security groups 

-

Management ports of virtual machines should be protected with just-in-time network access control 

-

Management ports should be closed on your virtual machines Reference: https://docs.microsoft.com/en-
us/azure/defender-for-cloud/secure-score-security-controls 

 

QUESTION 4

HOTSPOT 

You need to recommend an identity security solution for the Azure AD tenant of Litware. The solution must meet the
identity requirements and the regulatory compliance requirements. 

What should you recommend? To answer, select the appropriate options in the answer area. 



NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 

Box 1: Azure AD administrative units 

Implement delegated management of users and groups in the Azure AD tenant of Litware, including support for: 

* The delegation of user management based on business units 

Without Azure AD administrative units, assigning a user to the User Administrator role in Azure AD gives them rights to
manage all Azure AD users. With administrative units, the user is delegated the same role, User Administrator, but that
role only applies to the specified administrative unit. The administrative unit contains the users and groups that are



under the scope of management. Box 2: Enable password hash synchronization in the Azure AD Connect deployment
Existing environment: Azure AD Connect is used to implement pass-through authentication. Password hash
synchronization 

Risk detections like leaked credentials require the presence of password hashes for detection to occur. 

Reference: https://4sysops.com/archives/an-introduction-to-azure-ad-administrative-units/ 

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks#password-
hash-synchronization 

 

QUESTION 5

You have an Azure subscription that has Microsoft Defender for Cloud enabled. You need to enforce ISO 2700V2013
standards for the subscription. The solution must ensure that noncompliant resources are remediated automatical What
should you use? 

A. the regulatory compliance dashboard in Defender for Cloud 

B. Azure Policy 

C. Azure Blueprints 

D. Azure role-based access control (Azure RBAC) 

Correct Answer: D 

 

 

QUESTION 6

Your company is designing an application architecture for Azure App Service Environment (ASE) web apps as shown in
the exhibit. (Click the Exhibit tab.) 

Not D: You do not use Azure Monitor for onboarding. 



Communication between the on-premises network and Azure uses an ExpressRoute connection. 

You need to recommend a solution to ensure that the web apps can communicate with the on-premises application
server. The solution must minimize the number of public IP addresses that are allowed to access the on-premises
network. 

What should you include in the recommendation? 

A. Azure Traffic Manager with priority traffic-routing methods 

B. Azure Firewall with policy rule sets 

C. Azure Front Door with Azure Web Application Firewall (WAF) 

D. Azure Application Gateway v2 with user-defined routes (UDRs) 

Correct Answer: C 

Azure Web Application Firewall (WAF) on Azure Front Door provides centralized protection for your web applications.
WAF defends your web services against common exploits and vulnerabilities. It keeps your service highly available for
your 

users and helps you meet compliance requirements. 

WAF on Front Door is a global and centralized solution. It\\'s deployed on Azure network edge locations around the
globe. WAF enabled web applications inspect every incoming request delivered by Front Door at the network edge. 

WAF prevents malicious attacks close to the attack sources, before they enter your virtual network. 



Incorrect: 

Not D: Azure Application Gateway is a web traffic load balancer that enables you to manage traffic to your web
applications. 

You could use Azure Application Gateway with the Azure Web Application Firewall (WAF). 

Reference: 

 

QUESTION 7

You have 50 Azure subscriptions. 

You need to monitor the resource in the subscriptions for compliance with the ISO 27001:2013 standards. The solution
must minimize the effort required to modify the list of monitored policy definitions for the subscriptions. 

What are two ways to achieve the goal? Each correct answer presents a complete solution. 

NOTE: Each correct selection is worth one point. 

A. Assign an initiative to a management group. 

B. Assign a policy to each subscription. 

C. Assign a policy to a management group. 

D. Assign an initiative to each subscription. 

E. Assign a blueprint to each subscription. 

F. Assign a blueprint to a management group. 

Correct Answer: AF 

An Azure Management group is logical containers that allow Azure Administrators to manage access, policy, and
compliance across multiple Azure Subscriptions en masse. 

If your organization has many Azure subscriptions, you may need a way to efficiently manage access, policies, and
compliance for those subscriptions. Management groups provide a governance scope above subscriptions. You
organize subscriptions into management groups the governance conditions you apply cascade by inheritance to all
associated subscriptions. 

F: Blueprint definition locations 

When creating a blueprint definition, you\\'ll define where the blueprint is saved. Blueprints can be saved to a
management group or subscription that you have Contributor access to. If the location is a management group, the
blueprint is 

available to assign to any child subscription of that management group. 

A: Create and assign an initiative definition 

With an initiative definition, you can group several policy definitions to achieve one overarching goal. An initiative
evaluates resources within scope of the assignment for compliance to the included policies. 



Note: The Azure Policy Regulatory Compliance built-in initiative definition maps to compliance domains and controls in
ISO 27001:2013. 

The Azure Policy control mapping provides details on policy definitions included within this blueprint and how these
policy definitions map to the compliance domains and controls in ISO 27001. When assigned to an architecture,
resources are 

evaluated by Azure Policy for non-compliance with assigned policy definitions. 

Incorrect: 

Not B, D, E: If you plan to apply this policy definition to multiple subscriptions, the location must be a management group
that contains the subscriptions you assign the policy to. The same is true for an initiative definition. 

Reference: https://docs.microsoft.com/en-us/azure/governance/management-groups/overview
https://docs.microsoft.com/en-us/azure/governance/blueprints/overview https://docs.microsoft.com/en-
us/azure/governance/policy/samples/iso-27001 https://docs.microsoft.com/en-
us/azure/governance/policy/tutorials/create-and-manage 

 

QUESTION 8

HOTSPOT 

Your company uses Microsoft Defender for Cloud and Microsoft Sentinel. 

The company is designing an application that will have the architecture shown in the following exhibit. 

You are designing a logging and auditing solution for the proposed architecture. The solution must meet the following
requirements: 

1. 

Integrate Azure Web Application Firewall (WAF) logs with Microsoft Sentinel. 

2. 

Use Defender for Cloud to review alerts from the virtual machines. 

What should you include in the solution? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 



Hot Area: 

Correct Answer: 

Box 1: Data connectors 

Microsoft Sentinel connector streams security alerts from Microsoft Defender for Cloud into Microsoft Sentinel. 

Launch a WAF workbook (see step 7 below) 



The WAF workbook works for all Azure Front Door, Application Gateway, and CDN WAFs. Before connecting the data
from these resources, log analytics must be enabled on your resource. 

To enable log analytics for each resource, go to your individual Azure Front Door, Application Gateway, or CDN
resource: 

1. 

Select Diagnostic settings. 

2. 

Select + Add diagnostic setting. 

3. 

In the Diagnostic setting page (details skipped) 

4. 

On the Azure home page, type Microsoft Sentinel in the search bar and select the Microsoft Sentinel resource. 

5. 

Select an already active workspace or create a new workspace. 

6. 

On the left side panel under Configuration select Data Connectors. 

7. 

Search for Azure web application firewall and select Azure web application firewall (WAF). Select Open connector page
on the bottom right. 

8. 

Follow the instructions under Configuration for each WAF resource that you want to have log analytic data for if you
haven\\'t done so previously. 

9. 

Once finished configuring individual WAF resources, select the Next steps tab. Select one of the recommended
workbooks. This workbook will use all log analytic data that was enabled previously. A working WAF workbook should
now exist for your WAF resources. 

Box 2: The Log Analytics agent 

Use the Log Analytics agent to integrate with Microsoft Defender for cloud. 



The Log Analytics agent is required for solutions, VM insights, and other services such as Microsoft Defender for Cloud. 

Note: The Log Analytics agent in Azure Monitor can also be used to collect monitoring data from the guest operating
system of virtual machines. You may choose to use either or both depending on your requirements. 

Azure Log Analytics agent 

Use Defender for Cloud to review alerts from the virtual machines. 

The Azure Log Analytics agent collects telemetry from Windows and Linux virtual machines in any cloud, on-premises
machines, and those monitored by System Center Operations Manager and sends collected data to your Log Analytics 

workspace in Azure Monitor. 

Incorrect: 

The Azure Diagnostics extension does not integrate with Microsoft Defender for Cloud. 

Reference: https://docs.microsoft.com/en-us/azure/web-application-firewall/waf-sentinel 

https://docs.microsoft.com/en-us/azure/defender-for-cloud/enable-data-collection 

https://docs.microsoft.com/en-us/azure/azure-monitor/agents/agents-overview 



 

QUESTION 9

You need to recommend a strategy for routing internet-bound traffic from the landing zones. The solution must meet the
landing zone requirements. What should you recommend as part of the landing zone deployment? 

A. service chaining 

B. local network gateways 

C. forced tunneling 

D. a VNet-to-VNet connection 

Correct Answer: A 

Service chaining. 

Service chaining enables you to direct traffic from one virtual network to a virtual appliance or gateway in a peered
network through user-defined routes. 

You can deploy hub-and-spoke networks, where the hub virtual network hosts infrastructure components such as a
network virtual appliance or VPN gateway. All the spoke virtual networks can then peer with the hub virtual network.
Traffic 

flows through network virtual appliances or VPN gateways in the hub virtual network. 

Virtual network peering enables the next hop in a user-defined route to be the IP address of a virtual machine in the
peered virtual network, or a VPN gateway. You can\\'t route between virtual networks with a user-defined route that
specifies 

an Azure ExpressRoute gateway as the next hop type. 

Incorrect: 

Not B: Forced tunneling lets you redirect or "force" all Internet-bound traffic back to your on-premises location via a Site-
to-Site VPN tunnel for inspection and auditing. This is a critical security requirement for most enterprise IT policies. If
you 

don\\'t configure forced tunneling, Internet-bound traffic from your VMs in Azure always traverses from the Azure
network infrastructure directly out to the Internet, without the option to allow you to inspect or audit the traffic.
Unauthorized 

Internet access can potentially lead to information disclosure or other types of security breaches. 

ExpressRoute forced tunneling is not configured via this mechanism, but instead, is enabled by advertising a default
route via the ExpressRoute BGP peering sessions. 

Note: 

Requirements. Planned Changes 

Litware plans to implement the following changes: 

Design a landing zone strategy to refactor the existing Azure environment of Litware and deploy all future Azure
workloads. 



Requirements. Azure Landing Zone Requirements 

Litware identifies the following landing zone requirements: 

1. 

Route all internet-bound traffic from landing zones through Azure Firewall in a dedicated Azure subscription. 

2. 

Provide a secure score scoped to the landing zone. 

3. 

Ensure that the Azure virtual machines in each landing zone communicate with Azure App Service web apps in the
same zone over the Microsoft backbone network, rather than over public endpoints. 

4. 

Minimize the possibility of data exfiltration. 

5. 

Maximize network bandwidth. 

The landing zone architecture will include the dedicated subscription, which will serve as the hub for internet and hybrid
connectivity. Each landing zone will have the following characteristics: 

1. 

Be created in a dedicated subscription. 

2. 

Use a DNS namespace of litware.com. 

Reference: https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-peering-overview#service-chaining
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-forced-tunneling-rm 

 

QUESTION 10

Your company has on-premises network in Seattle and an Azure subscription. The on-premises network contains a
Remote Desktop server. 

The company contracts a third-party development firm from France to develop and deploy resources to the virtual
machines hosted in the Azure subscription. 

Currently, the firm establishes an RDP connection to the Remote Desktop server. From the Remote Desktop
connection, the firm can access the virtual machines hosted in Azure by using custom administrative tools installed on
the Remote 

Desktop server. All the traffic to the Remote Desktop server is captured by a firewall, and the firewall only allows specific
connections from France to the server. 

You need to recommend a modern security solution based on the Zero Trust model. The solution must minimize latency



for developers. 

Which three actions should you recommend? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Configure network security groups (NSGs) to allow access from only specific logical groupings of IP address ranges. 

B. Deploy a Remote Desktop server to an Azure region located in France. 

C. Migrate from the Remote Desktop server to Azure Virtual Desktop. 

D. Implement Azure Firewall to restrict host pool outbound access. 

E. Configure Azure Active Directory (Azure AD) Conditional Access with multi-factor authentication (MFA) and named
locations. 

Correct Answer: CDE 

E: Organizations can use this location for common tasks like: 

Requiring multi-factor authentication for users accessing a service when they\\'re off the corporate network. 

Blocking access for users accessing a service from specific countries or regions. 

The location is determined by the public IP address a client provides to Azure Active Directory or GPS coordinates
provided by the Microsoft Authenticator app. Conditional Access policies by default apply to all IPv4 and IPv6
addresses. 

CD: Use Azure Firewall to protect Azure Virtual Desktop deployments. 

Azure Virtual Desktop is a desktop and app virtualization service that runs on Azure. When an end user connects to an
Azure Virtual Desktop environment, their session is run by a host pool. A host pool is a collection of Azure virtual 

machines that register to Azure Virtual Desktop as session hosts. These virtual machines run in your virtual network and
are subject to the virtual network security controls. They need outbound Internet access to the Azure Virtual Desktop 

service to operate properly and might also need outbound Internet access for end users. Azure Firewall can help you
lock down your environment and filter outbound traffic. 

Reference: https://docs.microsoft.com/en-us/azure/firewall/protect-azure-virtual-desktop 

 

QUESTION 11

HOTSPOT 

You have a Microsoft 365 E5 subscription and an Azure subscription. 

You need to evaluate the existing environment to increase the overall security posture for the following components: 

1. 

Windows 11 devices managed by Microsoft Intune 

2. 



Azure Storage accounts 

3. 

Azure virtual machines 

What should you use to evaluate the components? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 



Box 1: Microsoft 365 Defender 

The Microsoft 365 Defender portal emphasizes quick access to information, simpler layouts, and bringing related
information together for easier use. It includes Microsoft Defender for Endpoint. 

Microsoft Defender for Endpoint is an enterprise endpoint security platform designed to help enterprise networks
prevent, detect, investigate, and respond to advanced threats. 

You can integrate Microsoft Defender for Endpoint with Microsoft Intune as a Mobile Threat Defense solution.
Integration can help you prevent security breaches and limit the impact of breaches within an organization. 

Microsoft Defender for Endpoint works with devices that run: 

Android 

iOS/iPadOS 

Windows 10 

Windows 11 

Box 2: Microsoft Defender for Cloud 



Microsoft Defender for Cloud currently protects Azure Blobs, Azure Files and Azure Data Lake Storage Gen2 resources.
Microsoft Defender for SQL on Azure price applies to SQL servers on Azure SQL Database, Azure SQL Managed 

Instance and Azure Virtual Machines. 

Box 3: Microsoft 365 Compliance Center 

Azure Storage Security Assessment: Microsoft 365 Compliance Center monitors and recommends encryption for Azure
Storage, and within a few clicks customers can enable built-in encryption for their Azure Storage Accounts. 

Note: Microsoft 365 compliance is now called Microsoft Purview and the solutions within the compliance area have been
rebranded. 

Microsoft Purview can be setup to manage policies for one or more Azure Storage accounts. 

Reference: https://docs.microsoft.com/en-us/azure/purview/tutorial-data-owner-policies-storage 

https://docs.microsoft.com/en-us/microsoft-365/security/defender/microsoft-365-defender? 

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft-defender-endpoint 

https://azure.microsoft.com/en-gb/pricing/details/defender-for-cloud/ 

 

QUESTION 12

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

Your on-premises network contains an e-commerce web app that was developed in Angular and Node,js. The web app
uses a MongoDB database. You plan to migrate the web app to Azure. The solution architecture team proposes the
following architecture as an Azure landing zone. 

You need to provide recommendations to secure the connection between the web app and the database. The solution
must follow the Zero Trust model. 

Solution: You recommend implementing Azure Application Gateway with Azure Web Application Firewall (WAF). 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Instead use solution: You recommend creating private endpoints for the web app and the database layer. 



Note: 

How to Use Azure Private Endpoints to Restrict Public Access to WebApps. 

As an Azure administrator or architect, you are sometimes asked the question: “How can we safely deploy internal
business applications to Azure App Services?” 

These applications characteristically are: 

Not accessible from the public internet. 

Accessible from within the on-premises corporate network 

Accessible via an authorized VPN client from outside the corporate network. 

For such scenarios, we can use Azure Private Links, which enables private and secure access to Azure PaaS services
over Azure Private Endpoints, along with the Site-to-Site VPN, Point-to-Site VPN, or the Express Route. Azure Private 

Endpoint is a read-only network interface service associated with the Azure PAAS Services. It allows you to bring
deployed sites into your virtual network, limiting access to them at the network level. 

It uses one of the private IP addresses from your Azure VNet and associates it with the Azure App Services. These
services are called Private Link resources. They can be Azure Storage, Azure Cosmos DB, SQL, App Services Web
App, 

your own / partner owned services, Azure Backups, Event Grids, Azure Service Bus, or Azure Automations. 

Reference: https://www.varonis.com/blog/securing-access-azure-webapps 
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