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QUESTION 1

Your organization is running Vault open source and has decided it wants to use the Identity secrets engine. You log into
Vault but are unable to find it in the list to enable. What gives? 

A. because you are running open-source and the identity secrets engine is an Enterprise feature, it is not available to
enable. 

B. the identity secrets engine was deprecated in previous versions 

C. this secrets engine will be mounted by default. 

D. the policy attached to your user doesn\\'t allow access to the Identity secrets engine. 

Correct Answer: C 

The Identity secrets engine is the identity management solution for Vault. It internally maintains the clients who are



recognized by Vault. This secrets engine will be mounted by default. This secrets engine cannot be disabled or moved.
Reference link:- https://www.vaultproject.io/docs/secrets/identity 

 

QUESTION 2

If a client is currently assigned the following policy, what additional policy can be added to ensure they cannot access
the data stored at secret/apps/confidential but still, read all other secrets? 

A. path "secret/apps/confidential/*" { capabilities = ["deny"] } 

B. path "secret/apps/*" { capabilities = ["deny"] } 

C. path "secret/apps/confidential" { capabilities = ["deny"] } 

D. path "secret/apps/*" { capabilities = ["create", "read", "update", "delete", "list"] } path "secret/*" { capabilities = ["read",
"deny"] } 

Correct Answer: C 

"Deny" capability generally takes precedence over "allow" capability. Therefore, if you add the correct deny statement,
the user will be able to read all secrets except for the data stored at secret/apps/confidential 

 

QUESTION 3

Terraform-specific settings and behaviors are declared in which configuration block type? 

A. data 

B. resource 

C. terraform 

D. provider 

Correct Answer: C 

The special terraform configuration block type is used to configure some behaviors of Terraform itself, such as requiring
a minimum Terraform version to apply your configuration. 

 

QUESTION 4

Which of the following policies would permit a user to generate dynamic credentials on a database? 

A. path "database/creds/read_only_role" { capabilities = ["read"] } 

B. path "database/creds/read_only_role" { capabilities = ["generate"] } 

C. path "database/creds/read_only_role" { capabilities = ["list"] } 

D. path "database/creds/read_only_role" { capabilities = ["sudo"] } 



Correct Answer: A 

The HTTP request is a GET which corresponds to a read capability. Thus, to grant access to generate database
credentials, the policy would grant read access on the appropriate path. 

 

QUESTION 5

What command is used to renew a token, if permitted? 

A. vault operator token renew 

B. vault token update 

C. vault new  

D. vault update token 

E. vault token renew 

F. vault renew token  

Correct Answer: E 

In order to renew a token, a user can issue a vault token renew command to extend the TTL. The token can also be
renewed using the API 

 

QUESTION 6

While Terraform is generally written using the HashiCorp Configuration Language (HCL), what another syntax can
Terraform be expressed in? 

A. JSON 

B. XML 

C. TypeScript 

D. YAML 

Correct Answer: A 

The constructs in the Terraform language can also be expressed in JSON syntax, which is harder for humans to read
and edit but easier to generate and parse programmatically. 

 

QUESTION 7

Which of the following cloud providers are not supported by Vault secrets engines? 

A. Oracle 

B. Azure 



C. AWS 

D. GCP 

E. AliCloud 

Correct Answer: A 

Vault supports AWS, Azure, Google Cloud, and Alibaba Cloud out of the box for secrets engines 

 

QUESTION 8

By default, where does Terraform store its state file? 

A. shared directory 

B. current working directory 

C. Amazon S3 bucket D. remotely using Terraform Cloud 

Correct Answer: B 

By default, the state file is stored in a local file named "terraform.tfstate", but it can also be stored remotely, which works
better in a team environment. 

 

QUESTION 9

Which is not a capability that can be used when writing a Vault policy? 

A. read 

B. list 

C. delete 

D. create 

E. modify 

F. update 

Correct Answer: E 

When writing a Vault policy, permissions which can be applied to paths include create, read, update, 

delete, list, deny, and sudo. 

https://www.vaultproject.io/docs/concepts/policies 

Modify is not one of them. 

 



QUESTION 10

Vault\\'s User Interface (UI) needs to be enabled in the command line before it can be used. 

A. FALSE 

B. TRUE 

Correct Answer: A 

The UI is enabled in the Vault configuration file, not in the CLI. 

 

QUESTION 11

In order to make a Terraform configuration file dynamic and/or reusable, static values should be converted to use what? 

A. regular expressions 

B. module 

C. input parameters 

D. output value 

Correct Answer: C 

Input variables serve as parameters for a Terraform module, allowing aspects of the module to be customized without
altering the module\\'s own source code, and allowing modules to be shared between different configurations. 

 

QUESTION 12

When Terraform needs to be installed in a location where it does not have internet access to download the installer and
upgrades, the installation is generally known as to be __________. 

A. a private install 

B. disconnected 

C. non-traditional 

D. air-gapped 

Correct Answer: D 

A Terraform Enterprise install that is provisioned on a network that does not have Internet access is generally known as
an air-gapped install. These types of installs require you to pull updates, providers, etc. from external sources vs. being
able to download them directly. 
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